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Dynamic trend perception for fine-grained unmanned aerial
vehicle anomaly detection in flight data

Yuanyuan YIN, Yongfeng YIN®, Yuecen WEI, Qingran SU, Jiahui LI

School of Software, Bethang University, Beijing 100191, China

Abstract: With the widespread application of UAVs, ensuring their safety and reliability is increasingly crucial. Data-
driven anomaly detection methods demonstrate outstanding performance in unmanned aerial vehicle (UAV) health monitoring.
Previous studies extract spatiotemporal features from high-dimensional flight data, but emphasize intricate multidimensional
correlations, neglecting the intrinsic characteristics of single-dimensional data. This oversight leads to insufficient supervision
of intrinsic univariate information. Consequently, subtle deviations in individual flight variables may be masked by dominant
multidimensionality, limiting the model’s ability to distinguish fine-grained anomalies from normal flight states. To address this
problem, we propose F-UAD, a novel dynamic trend perception framework for fine-grained UAV anomaly detection. F-UAD
is designed to coordinate univariate feature preservation, multidimensional coupling extraction, and dynamic trend perception,
enabling fine-grained anomaly detection of subtle deviations in UAV flight data. During training, the dynamic trend perception
module incorporates (1) multiscale spatiotemporal feature reconstruction to balance independent univariate feature preservation
with comprehensive multidimensional coupling extraction and (2) dynamic trend forecasting based on decomposed flight trends
to improve the perception of complex temporal evolution. During testing, reconstruction consistency and dynamic trend
consistency are jointly used to compute anomaly scores, thereby enhancing the separation between normal and abnormal flight
states. Experiments demonstrate that our F-UAD framework outperforms state-of-the-art methods across six AirLab failure
and anomaly (ALFA) real flight dataset subsets, improving UAV reliability.

Key words: Anomaly detection; Multivariate time series; Unsupervised anomaly detection; Unmanned aerial vehicle (UAV);
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1 Introduction 2021). The increasing adoption of UAVs has highlighted the
urgent need for safe and reliable autonomous flight opera-
tions (Chen YF et al., 2017). According to the European
Aviation Safety Agency (EASA) 2023 safety review, two of

the 12 reported serious UAV incidents involved collisions with

In recent years, unmanned aerial vehicles (UAVs) have
garnered significant attention due to their rapid technologi-
cal advancements and expanding applications across critical

domains, including environmental monitoring (Ullah et al.,
2019; Radoglou-Grammatikis et al., 2020), military opera-
tions (Baskaya et al., 2017; Chen MZ et al., 2021), and trans-
portation (Khosravi and Samadi, 2021; Maddikunta et al.,
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manned aircraft, reflecting an 83% accident rate primarily at-
tributed to technical malfunctions. Consequently, the timely
detection of anomalous UAV behavior and precise identifi-
cation of faults are critical prerequisites for enhancing flight
safety, minimizing economic losses, and protecting person-
nel (Yang L et al., 2023).
many deep learning models overlook mutual cancellation ef-

Extensive research shows that

fects in feature extraction. This leads to poor spatiotemporal
feature capture, limited complex data perception, and reduced
anomaly detection precision (Harrou et al., 2015; Pang et al.,
2015).

Current research has introduced various improvements,
but limitations remain in effectively capturing the spatiotem-
poral features and dynamic characteristics of flight data, which
impacts the accuracy and robustness of anomaly detection.
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Data-driven methods (Baskaya et al., 2017; Keipour et al.,
2019) build anomaly detection models by analyzing sensor data
from flight operations, capturing correlations among internal
features without requiring detailed knowledge of system dy-
namics (Yang L et al., 2023). For example, support vector
machines (SVMs) (Liu DT et al., 2017, 2018) and Gaussian
process regression (Pang et al., 2015) learn patterns from nor-
mal sensor data using nonlinear functions to detect anoma-
lies. Reconstruction models, notably autoencoders (An and
Cho, 2015; Wang et al., 2019), capture spatiotemporal corre-
lations in multidimensional flight data, making them particu-
larly effective in detecting complex failure modes unsupervised.
Prediction-based methods, such as those employing long short-
term memory (LSTM) networks (Bontemps et al., 2016; Park
JH et al., 2022), model temporal dependencies to forecast fu-
ture states, enabling proactive anomaly identification.

UAV flight data are typically represented as a multidi-
mensional time-series (e.g., acceleration, attitude angles, and
voltage), exhibiting significant cross-variable physical coupling
(Fig. 1) due to the multi-degree-of-freedom dynamics, such as
nonlinear interactions between roll angles, pitch angles, and
yaw angles. However, each single-dimensional data stream
also possesses intrinsic characteristics that are independent
of other variables. These characteristics arise from the spe-
cific physical constraints (e.g., range and rate of change) that
they must adhere to. Therefore, UAV flight data are a com-
bination of these coupled and intrinsic characteristics. Deep
learning has demonstrated advantages in multivariate time-
series anomaly detection (MTSAD) (Homayouni et al., 2021;
Liu PF et al., 2022), offering the potential to advance data-
driven UAV anomaly detection. Notably, variational autoen-
coders (VAEs) (Lin et al., 2020) and Transformer-based mod-
els (Xiong et al., 2024) have proven effective in capturing spa-
tiotemporal correlations, enhancing detection performance in
complex dynamical systems (Wu et al., 2021). Additionally,
hybrid methodologies, such as generative adversarial network
(GAN) models (Zhou B et al., 2019), integrate reconstruction
and prediction techniques to synergistically model multidimen-
sional features (Li et al., 2019). However, this starkly contrasts
with the single-distribution or weakly coupled characteristics of
other multivariate time-series domains, like financial fraud and
smart traffic data. While existing methods capture spatiotem-
poral correlations, they often prioritize multidimensional cou-
pling at the expense of intrinsic univariate features, resulting
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Fig. 1 Visualization of three UAV flight parameters (ALFA
dataset)

in inadequate spatiotemporal feature extraction. This imbal-
ance reduces sensitivity to the complex dynamics inherent in
UAV operations. The primary challenge lies in effectively co-
ordinating independent modeling of univariate features with
comprehensive extraction of multidimensional associations to
improve the perception of these dynamics.

Drawing on current research, we investigate multiscale
feature extraction and trend decomposition strategies to im-
prove the representational capacity of UAV flight data, ad-
dressing two key challenges: (1) Dynamic trend perception.
UAV flight patterns exhibit complex and unpredictable dy-
namics, resulting in data characterized by intricate fluctu-
ations and high-dimensional modal heterogeneity. Existing
anomaly detection methods for UAVs typically exploit spa-
tiotemporal, temporal, or spatial correlations to capture flight
data features, often at the expense of suppressing univariate
data characteristics due to strong inter-data coupling. The first
challenge is to capture robust associative relationships among
high-dimensional data while preserving the distinct attributes
of individual dimensions. (2) Fine-grained anomaly detection
(FAD). Current UAV anomaly score calculations rely on di-
rect processing of univariate data, overlooking the persistent
dynamics and contextual relationships of anomalies. The sec-
ond challenge involves developing a comprehensive method for
computing anomaly scores to effectively capture the dynamic
interaction characteristics of multidimensional flight data.

To address these challenges, we propose a dynamic trend
perception for fine-grained UAV anomaly detection (F-UAD).
The main contribution of F-UAD lies in jointly considering
univariate feature preservation, multidimensional coupling ex-
traction, and dynamic trend perception for UAV flight data.
Specifically, multiscale feature reconstruction is used to re-
tain subtle single-variable characteristics, while dynamic trend
forecasting provides temporal evolution information for fine-
grained anomaly scoring.
methods that focus only on macroscopic anomalies, F-UAD

Unlike traditional coarse-grained

distinguishes subtle abnormal deviations from normal flight
states, significantly enhancing the accuracy and comprehen-
siveness of anomaly detection. Empirical evaluations on real
flight datasets demonstrate the framework’s superior effective-
ness in detecting anomalies. Our contributions are summarized
as follows:

1. Dynamic trend perception. We design a multiscale spa-
tiotemporal feature reconstruction method that effectively cap-
tures complex dynamics in multidimensional time-series data
while preserving univariate characteristics. Additionally, we
propose a dynamic trend forecasting model to enhance adapt-
ability to evolving flight data dynamics.

2. FAD. We propose a wide-ranging anomaly score cal-
culation method that leverages joint optimization to capture
temporal interactions in multidimensional flight data, improv-
ing anomaly detection accuracy and addressing the limitations
of single-point computations.

3. Experimental evaluation. The F-UAD framework is
evaluated on six subsets of the AirLab failure and anomaly
(ALFA) real flight dataset, benchmarked against 10 state-of-
the-art (SOTA) deep learning models. The results demonstrate
superior performance, confirming the framework’s effectiveness
in detecting anomalies in UAV flight data.



2 Related works

This section presents existing works relevant to our paper,
grouped into two categories: UAV anomaly detection methods
and multivariate time-series anomaly detection methods.

2.1 Anomaly detection in UAVs

UAV anomaly detection methods are primarily catego-
rized into model-based (Narasimhan and Brownston, 2007;
D’Amato et al., 2018) and data-driven (Chandola, 2009; Qin
et al., 2021) approaches. Model-based methods construct phys-
ical models of UAVs using flight dynamics (Yi and Zhang,
2017). Guo et al. (2018) employed the observability rank crite-
rion based on Lie derivatives for validation and a cumulative
sum detector to identify faults. Marcos et al. (2022) proposed a
parameterized linear parameter-varying (LPV) system to de-
tect abnormal flight data. However, these methods rely on
expert knowledge to build physical models, which is challeng-
ing to acquire and limited to specific systems (Ahmad et al.,
2022), thus restricting their application. By contrast, data-
driven methodologies do not necessitate precise physical mod-
els for system description and do not depend on a profound
comprehension of internal mechanisms (Oussous et al., 2018;
Zhang QC et al., 2018). Recently, deep learning has garnered
significant scholarly interest for its capacity to automatically
extract and learn features for constructing anomaly detection
models, primarily encompassing reconstruction and prediction
models. Zhong et al. (2022) used artificial neural network cor-
relation analysis (ANNCA) to extract spatiotemporal corre-
lations and applied the 3o principle (o is the standard de-
viation) for detection and recovery prediction. Zhou X et al.
(2023) employed the maximum information coefficient (MIC)
and an attention mechanism LSTM for fault detection. Yang
L et al. (2024) introduced a spatiotemporal correlation mul-
tivariate regression framework (STC-1D CBiAM-RF) to ex-
tract spatiotemporal features and mitigate noise using filtering
techniques. Park KH et al. (2021) introduced an unsupervised
fault detection model using Stacked-VAE in the reconstruc-
tion method. This model is trained on normal data and cate-
gorizes states through reconstruction loss. Jiang et al. (2024)
employed the maximum correntropy criteria (MCC) to bolster
the resilience of the detection model. Regarding hybrid mod-
els, Bell et al. (2022) combined LSTM, deep autoencoders, and
dynamic threshold algorithms to enhance performance. Zhang
YX et al. (2023) developed a deep convolutional self-encoding
memory network (CAE-M). This network uses convolutional
autoencoders to extract low-dimensional features, incorpo-
rates the maximum mean difference (MMD) to mitigate noise,
employs the attention mechanism bi-directional LSTM (BiL-
STM) to capture time dependencies, and optimizes the net-
work for precise detection. Although existing UAV anomaly
detection methods improve performance through correlation
modeling, reconstruction, or prediction-reconstruction fusion,
single-variable deviations may still be weakened during mul-
tivariate joint learning, latent representation compression, or
global anomaly score aggregation. Therefore, preserving intrin-
sic univariate characteristics while modeling multidimensional
coupling and dynamic persistence remains a key challenge for
fine-grained UAV anomaly detection.
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2.2 Anomaly detection in multivariate time series

The complexity of real-world interaction data has led
to a growing interest in MTSAD, which focuses on detect-
ing behaviors that deviate significantly from normal patterns
in multidimensional correlation data (such as sensor readings
and performance indicators) (Vaswani et al., 2017; Choi et al.,
2021). In the realm of deep learning, two prominent strategies
for MTSAD are prediction (Zhao et al., 2020; Deng and Hooi,
2021) and reconstruction methods (Audibert et al., 2020; Garg
et al., 2022; Nam et al., 2024). Nevertheless, the effectiveness
of prediction or reconstruction models in anomaly detection
is constrained due to the influence of numerous factors on
multivariate time-series variables. To address this challenge,
researchers have explored the integration of prediction and re-
construction models (Nguyen et al., 2021; Tuli et al., 2022)
and contrastive learning (Yang Y'Y et al., 2023; Darban et al.,
2025a). Yin et al. (2022) combined a convolutional neural
network (CNN) with recurrent neural network (RNN)-based
autoencoders to extract spatiotemporal features from Internet
of Things (IoT) time-series data, improving anomaly detec-
tion performance. Models based on GANs (Tuli et al., 2022)
have successfully integrated multidimensional feature model-
ing by merging reconstruction and prediction tasks. Braei and
Wagner (2020) used LSTM to enhance anomaly detection ca-
pabilities and streamline GAN training through the joint train-
ing of the encoder, generator, and discriminator. Tuli et al.
(2022) devised a Transformer-based temporal anomaly detec-
tion architecture that incorporates a multi-attention mecha-
nism and a two-stage training strategy (adversarial learning
and meta-learning) to calculate anomaly scores based on re-
construction and prediction errors, significantly improving the
modeling of multidimensional temporal dynamics. Yang YY
et al. (2023) developed a dual-attention asymmetric approach
using contrastive learning, achieving a permutation-invariant
representation. Current research on high-dimensional hetero-
geneous data overlooks comprehensive feature representation
while lacking robust modeling of complex dynamic characteris-
tics, resulting in insufficient anomaly detection distinctiveness.

3 Preliminaries

3.1 Time-series decomposition

Time-series decomposition is a statistical technique that
disentangles time-series data into distinct components to unveil
underlying structure and dynamic features. Mathematically,
it can be represented as follows for a given time series X¢:

X =T+ St + Ry, (1)

where T+ represents the trend component at time ¢, which re-
flects the long-term trend of the response series, S; represents
the seasonal component, accounting for systematic periodic
fluctuations, and R: represents the residual component, en-
compassing random noise that is not accounted for by trends
and seasonality.

To quantitatively assess the impact of trend and seasonal
components on time series, we define trend intensity F; and
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seasonal intensity Fs, which are calculated as follows:

R G ) B
7o (01 R )

where the variance operator denoted as Var(-) is used to
In this context, Fi,
and F; are values within the range of [0,1]. The ratio
Var(R.)/Var(T+ + R¢) quantifies the proportion of residual
variance in the combined variance of trend and variance. A
value less than 1 (Var(R:)/Var(T: + R:) < 1) suggests a
strong influence of the trend component on the overall vari-
ability, particularly when the F; value is high (e.g., ¢ > 0.9).
Similarly, the ratio Var(R¢)/Var(S; + R:) assesses the contri-
bution of residual variance to both seasonality and the com-
bined residual variance. A high F value indicates the signifi-

calculate the variance of a variable.

cance of the seasonal component in the overall variance.

In this paper, the components in Eq. (1) are derived using
seasonal and trend decomposition using LOESS (STL) method
(LOESS is locally estimated scatterplot smoothing). Subse-
quently, the ALFA dataset is assessed using Eq. (2), yielding
trend strength F; = 0.98 and seasonal strength Fs = 0.2.
These findings suggest that the ALFA dataset is primarily in-
fluenced by trend components. Additionally, an analysis of
the residual component’s distribution R: reveals its approxi-
mate adherence to the standard normal distribution (Fig. 2).
This conformity implies that the residual primarily comprises
random noise devoid of systematic patterns, affirming the ap-
propriateness of the decomposition method employed. This
attribute signifies that the ALFA dataset constitutes a sta-
tionary time series primarily characterized by trends, thereby
allowing trend components to effectively encapsulate the series’
overall characteristics.

mm Residuals
0.6 —— Fitted normal distribution

0.0
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Fig. 2 Histogram of residual distribution based on the
ALFA dataset

3.2 Problem definition

This paper investigates unsupervised anomaly detection
in multivariate time series for UAV systems. UAV flight data
are typically gathered from various sensors and stored in ei-
ther the flight controller or the ground control station (GCS).
Due to the significant imbalance between normal and abnormal

data in real-world scenarios, we propose an unsupervised train-
ing method based on normal flight data to detect anomalies in
test data that may contain anomalies. The training and test
datasets are denoted as X and X', respectively. During the
training phase, a collection of normal multivariate time-series
flight data is provided from m sensors of the UAV over T time
steps:

X = [ml,mg,...,mT] = {mt}thl, (4)

where ; € R™ denotes the m-dimensional data vector ob-
tained at time t. A labeled set of T’ time steps of test data
{xX,Y'} = {(mé,y,ﬁ)}}ll is collected from m sensors. 7, = 1
signifies an anomalous observation and y; = 0 denotes a nor-
To forecast binary labels y; € {0,1}, the
proposed method evaluates abnormal states by computing an

mal observation.

abnormal score sca ¢ for each time step and subsequently com-
paring it against a predefined threshold 7. Here, the subscript
2 denotes the abnormal score during the testing.

4 Methodology

This section outlines the workflow of the proposed F-UAD
framework designed for unsupervised anomaly detection in in-
tricate multidimensional flight data. This framework effec-
tively captures data dynamics and possible anomaly patterns
through a multi-stage collaborative process that integrates

data preprocessing, dynamic trend perception, and FAD.
4.1 Model architecture

We introduce a novel dynamic trend perception for the
F-UAD framework to tackle the complex characteristics of
flight data, which are high-dimensional, non-stationary, and
multimodal. The architecture is depicted in Fig. 3, which ex-
tracts critical features from raw data via a perception process,
infers future states from historical trends through a prediction
process, and generates outputs closely aligned with the origi-
nal data using a reconstruction process. These interconnected
processes collaboratively form a robust and precise anomaly
detection pipeline. Algorithms 1 and 2 illustrate a compre-
hensive framework from data input to anomaly detection out-
put. The framework comprises three core modules: (1) Flight
data preprocessing module. This module encompasses a work-
flow from correlation analysis to aerodynamic modeling, trans-
forming raw flight data into a structured format and laying
the groundwork for subsequent analysis. (2) Dynamic trend
perception module. This module employs reconstruction and
prediction strategies to extract features from multidimensional
flight data, capturing both local and global dynamic patterns
in time series and generating dimensional feature representa-
tions. (3) FAD module. This module calculates anomaly scores
for each dimension based on the acquired features and deter-
mines anomaly states of each dimension’s data using predefined
thresholds. These modules are specifically designed to address
the intricate nature of UAV flight data, enabling models to dy-
namically perceive flight behaviors and detect anomalies effec-
tively. The structured design of the framework is transparent,
demonstrating its systematic unsupervised anomaly detection
approach through the visualization of data flow and module
interactions.



Correlation analysis

STL arithmetic

Original sample x

i 1.00 5] 5 Cat. linear ;

¢ = L5 S : !

% i E8| s8 |8 , !

X 0.00 23 2'g £ (z;, )

A I o 2N R Bt

| -1 = 9] ; G

i X1 X, X3 X, X5 = i | Training ][ Testing 1

Flight data : hase hase :
coﬁection ! = cov(x.y) Multiscale spatiotemporal feature P P i
; o9 X-.......__Teconstruction oy =

i S IZiiSIIIIIIIiiioIiIIiIiiiiiiiii Init(se,)  Init(sc,,) :

. | |

Trend decomposition

ENGINEERING Inform Technol Electron Eng 2026 27(9):260060 | 5

Transformer 'l

decoder

ANN prediction

NN~

Fine-grained anomaly detection

g

Fig. 3 The F-UAD framework, with input X, comprises three core components designed to enhance anomaly detection
in UAV flight data. (1) Flight data preprocessing: we first process the raw flight data X using feature selection, data
space reconstruction, etc. (2) Dynamic trend perception: the multiscale spatiotemporal feature reconstruction model,
along with the dynamic trend forecasting model, is used to obtain the refined representation Z; and 2;;,. (3) FAD: %
and £;,; are injected into the fine-grained fusion network, and the finalized test results are the final output

Algorithm 1 Training procedure of F-UAD

Algorithm 2 Inference procedure of F-UAD

1: Input: normal UAV’s flight data X = [x1, z2, ...
of training epochs E.
2: Output: weight matrix W and bias matrix b in neural networks,

, &7]; number

and error sequence sci ;.

3: preprocess each sample X € R™*T into X, € RPxmxn

4: let t =0

5: randomly initialize parameters W and b

6: while the training epoch does not converge do

7 calculate low-dimensional representation hi and multiscale
feature representations h;({f) at each time step using
Egs. (9)-(11) ’

8: compute the multiscale feature reconstruction hgit and re-
construction fusion Z; at each time point using ’Eqs. (12)
and (13)

9: extract the trend component of the sequence Xg,;, and use

the values T in the past window to predict the value Z¢y1
at the next time point by feed-forward neural network (FNN)
using Egs. (1)—(17)
10: denote the fusion result of Z; and 2:41 at each sample point
as z, using Eq. (18)
11: update W and b by minimizing the compound objective
function using Eq. (19)
12: end while
13: calculate the sequence error sci,; by the training samples under
the optimal W and b using Eq. (19)

14: return optimal W, b and error sequence sci ¢

4.2 Flight data preprocessing

The data preprocessing module systematically processes

the original multidimensional flight data X € R™*T

and
X’ € R™*T’ {0 enhance the performance of subsequent mod-

1: Input: anomalous dataset X' = [®],®},..., @], ], error se-
quence sci,¢, and model parameters W and b.

: Output: labels of all y;’s. , )

: preprocess each sample X’ € R™*T" into X/ , € RP xmxn

: for all «} do

calculate anomaly score sca; using Eq. (19)

calculate fixed thresholds 75 for each dimension using SPOT

A

methods from sequence errors sci,; and anomaly score sca ¢,
using Eq. (20)
if sca+ > 75 then
y, =1 //abnormal
9: else
10: y; =0 //normal
11: end if
12: end for
13: return labels of all y}’s

ules. The preprocessing includes the following key essential
steps. Following common practice in multivariate time-series
anomaly detection (Audibert et al., 2020; Tuli et al., 2022; Dar-
ban et al., 2025b), the preprocessing pipeline includes times-
tamp alignment, resampling, feature-wise normalization, fea-

ture selection, and data space reconstruction.
4.2.1 Feature selection

The UAV dataset comprises control signals, inertial mea-
surements, timestamps, and redundant features. The accu-
racy of model reconstruction and prediction is hindered by
irrelevant variable interference, necessitating careful selection

of input features. In this paper, input features for the UAV
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fault detection model are initially chosen based on Pearson cor-
relation coefficients, with features exhibiting lower correlations
being eliminated. Subsequently, residual characteristics are se-
lected using the decoupled state equation of the transverse

system:
oa(t)
- 3. . 5
Tt =06 -z + 1 L&(t)} ; (5)
Ua(t) . . .
where (t) denotes the control instructions. The matrix
Oy

3 serves as a state transition matrix, delineating the dynamic
mapping relationship among the internal states of the sys-
tem. The values of its components are contingent upon the
dynamic characteristics and kinematic parameters of the UAV,
encompassing factors like the body structure and aerodynamic
coefficients. Additionally, the matrix n functions as the input
matrix, specifying the impact of external control inputs on the
system state evolution.

4.2.2 Data space reconstruction

Data space reconstruction involves segmenting the orig-
inal multidimensional time-series data into fixed-length sub-
sequences using a sliding window strategy. In the case of the
training set sequence, the data are divided into P =T —n+1
sub-sequences by employing a sliding window of length n and
a step size of 1:

Xsub:[X17X27"'7X7’]7 (6)

X =[Ttont1, Te-nt2,. .., 2] €R™, (7)

where x; € R™ represents a multidimensional observation at
time t. The test set sequence X' follows a similar sliding

window approach to produce P’ = T — n + 1 subsequences:
X;ub:[XLXé’...,X;;/]. (8)

This reconstruction method transforms the initial time se-
ries into a sequence of high-dimensional subsequence matrices.
These matrices retain the local dynamic attributes of the time
series and are compatible with the model’s input dimensions.
This process establishes a structured data basis for subsequent
feature extraction and anomaly detection.

4.3 Dynamic trend perception

The dynamic trend perception module is a pivotal compo-
nent of the F-UAD framework, designed to discern multiscale
and perspective dynamic patterns embedded within multidi-
mensional flight data. This module first perceives and extracts
key features and underlying trend components from the raw
data. It then reconstructs the normal of the original data
and predicts the expected future behaviors based on the per-
ceived key features and trend components. To this end, we
introduce a dual-channel learning framework comprising two
synergistic submodules: (1) a multiscale spatiotemporal fea-
ture reconstruction module that reconstructs low-dimensional
representations of multivariate data to enhance feature expres-
siveness, and (2) a dynamic trend forecasting module using
STL to isolate and forecast long-term trend sequences from
flight data. The following subsections rigorously elucidate the
mathematical formulations and implementation details of these
submodules.

4.3.1 Multiscale spatiotemporal feature reconstruction

To efficiently encode and reconstruct preprocessed input
time series Xsup € RFPX™*" we define the iteration range for
feature extraction. Our approach involves a fine-grained spa-
tiotemporal reconstruction strategy that integrates a Trans-
former and one-dimensional (1D) CNNs for multiscale fea-
ture extraction and reconstruction. Each subsequence X'; un-
dergoes independent processing through the modules to pro-
duce multiscale feature representations and reconstructed se-
quences. Specifically, as shown in Fig. 3, we first use an N-layer
Transformer encoder with a multi-head self-attention mecha-
nism to encode the original input data X'; to capture their long-
term temporal dependencies. We then use D down-sampled 1D
CNNs with different convolutional kernels in parallel to encode
the encoded features at a more fine-grained level, thereby ob-
taining latent features at different scales. These parallel CNNs
are crucial for capturing the unique intrinsic characteristics of
every single variable. Finally, we use an N -layer Transformer
decoder to process the latent features at each scale in parallel
and fuse all decoding results to generate the final reconstructed
output 2;. This design effectively balances the inherent charac-
teristics of a single variable with the coupling features between
multiple variables. It captures the complex interactions be-
tween variables through the global modeling capabilities of the
Transformer, while leveraging the local feature extraction ca-
pabilities of CNN to preserve the unique patterns of a single
variable, thereby achieving more accurate reconstruction and
more robust performance in anomaly detection tasks. Thus,
we initially adhere to the encoder’s information propagation
mechanism and define the i*" layer’s embedding learning h! as
follows:

hi ={0en (WA +bl), 00 (WX +bl),. .

Ucn(WelnXt + bin)}7 (9)
i ={ > oen (WhiT" +bL;) }
j=1

where the layer ¢ > 2, Wcij is a training weight matrix for the

4™ neuron in the i*" layer, tailored to the input embedding,

b,
function aimed at improving feature interaction functionality.
hi € R™*™ represents the output of the Transformer encoder,

(10)

is an enhanced bias term, and oe, is a nonlinear activation

where m denotes its dimensions. Each layer is designed to learn
the dependency relationships among data at each timestamp in
the input sequence through a multi-head self-attention mech-
anism, extracting data features. It is noteworthy that, unlike
Transformer encoders for natural language processing, a multi-
headed self-attention mechanism with masks is employed in our
approach to characterize current features without incorporat-
ing future time information. Specifically, this approach ensures
that the encoder considers only past and current timestamps
during its operations by setting the upper triangular element
of the attention matrix to —oo.

To capture multidimensional temporal flight data features
across various time scales, we employ D parallel branches of
1D CNNs. Each branch uses a 1D CNN with distinct kernel
sizes [ to extract multiscale temporal features through point-
to-point convolution. The operation for the k* convolution



branch is specified as follows:

D lp—1
W =3 3 (W el w et kol +0). )
c=1 o=1

where bgj) € R™*" represents bias, m is the number of output
channels, N in h{'[c,t + o] is the final layer, j. is the output
channel for CNN, and WC(IZ°> [¢, 0] signifies the weight of the k™
convolution kernel at input channel ¢ and time offset o.

In contrast to the conventional Transformer approach,
which relies on the encoder for final feature extraction and di-
rect reconstruction, this paper augments feature expression by
conducting multiscale downsampling feature extraction on the
encoder’s final feature. After performing D convolution oper-
ations to generate feature results, we use an A-layer Trans-
former decoder that integrates features h,(j;i) from D CNN
branches. The goal is to reconstruct a multiscale feature rep-
resentation, combining multiple sets of information to match
the input sequence dimensions. Following a similar informa-
tion propagation mechanism to the encoder, we initially focus
on the i*" layer’s embedding learning hgft of the k"™ branch.
The process equation is defined as follows:

By, = TD (LN zn: MH' (Wihi, +b,)),  (12)
w=1

where TD(+) denotes the activation function of the Transformer
decoder, W, denotes the weights of layer 4, and b, represents
the bias of layer i. A fully-connected linear transformation
LN(-) is applied to enhance training stability. Additionally, a
multi-head attention mechanism with masks MH(-) is used to
capture dependencies across various representation subspaces.
The N-layer decoder produces D sets of the decoding results
hi’ c RDmen_
resentations from each set, these representations are concate-

To leverage diverse fine-grained feature rep-

nated to define the decoder output. This results in a sequence
of m-dimensional vectors Z; matching the size of the input se-
quence, achieved through a full join operation. These vectors
facilitate subsequent outlier score predictions. The detailed

calculation process is as follows:

Z =FC[h/, h5,, ..., R} ], (13)

where the concatenation operation function and the linear
mapping function FC(-) are used to concatenate decoding re-
sults h) from D sets in a row-wise manner. Subsequently, the
linear mapping process is applied to generate the final recon-
structed sequence z; € R™*"™.

4.3.2 Dynamic trend forecasting

The strategy of multiscale spatiotemporal feature recon-
struction effectively balances independent modeling of single-
dimensional features and comprehensive extraction of multi-
dimensional coupled features through a collaborative archi-
tecture of a Transformer and a 1D CNN. However, the high
complexity and non-deterministic nature of UAV flight data
present significant challenges. This type of data typically
demonstrates strong fluctuations and high sensitivity, which
significantly hinders the model’s ability to perceive complex
dynamics. To address this limitation, this paper introduces

the STL method, which is based on local weighted regression
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and neural network prediction. Given that UAV flight data
typically contain long-term trends, seasonality, and residual
components, we focus on long-term trends as the key predic-
tion target. Specifically, long-term trends refer to macroscopic
changes within a single flight mission, such as a continuous
drop in battery voltage; seasonality denotes periodic fluctua-
tions within a single mission caused by operational patterns or
mechanical motion, such as the periodic circling of a UAV on
a specific route; residual components capture irregular fluctu-
ations not attributed to trends or seasonality, such as random
changes due to environmental noise or sensor errors. In our
implementation, only the extracted trend component is used
for subsequent prediction, while the seasonal and residual com-
ponents are not fed into the reconstruction module. This im-
proves the model’s ability to perceive complex dynamics and
enables it to more accurately model normal trend patterns in
the data, ultimately improving the sensitivity and accuracy of
anomaly detection.

Initially, the preprocessed time series X; undergoes de-
composition into trend component T € R™*", seasonal com-
ponent S; € R™*"™, and residual components R; € R"™*"
using the STL method, which can be expressed as in Eq. (1).

The method employs alternating inner and outer loops to
accurately decompose time-series data. The inner loop focuses
on extracting trend and seasonal components by applying mul-
tiple local weighted regression smoothing techniques. It itera-
tively refines the estimation of trend and seasonal components
through repeated smoothing, de-seasonalizing, and de-trending
operations on the original series. Conversely, the outer loop is
used to fine-tune the seasonal periodic variations to align with
the authentic seasonal patterns within the data. The detailed
computational procedure or local weighted regression iteration
during the decomposition process is outlined as follows:

(" = LOESS (X — T{" V. q.,5), (14)
71" = LOESS (X, - 5{",at), (15)
R = LOESS (%, - T(",81"), (16)

where LOESS(+) denotes locally estimated scatterplot smooth-
ing. The seasonal smoothing window parameters and trend
smoothing window parameters are denoted as ¢s and ¢, re-
spectively. Here, s signifies the seasonal period, TE“’ denotes
the trend component from the previous iteration, and u rep-
resents the iteration number. Through iterative updates SE“)
and TEM until the convergence condition is met, a stable trend
component 7 ¢ is achieved, effectively removing the long-term
patterns in the data while minimizing the impact of noise and
short-term fluctuations. To further extract dynamic insights,
the decomposed trend data T are fed into an L-layer feed-
forward neural network (FNN) with the same output dimen-
sion as the original data dimension, enabling feature extraction
and mapping of the trend data. This process aligns the trend
data with the dimension of the original input sequence while

generating the single-step predicted trend result sequence:
Zi41 = fprcd (Tt§ Wprcd)7 (17)

where the model comprises a linear transformation layer (fpred)
followed by an activation function of £ layers using hyperbolic
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tangent (tanh). Wieq is the weighting matrix. The output
layer produces an m-dimensional prediction value 2:y1 that
signifies the anticipated trend change at the subsequent time
step.

4.4 Fine-grained anomaly detection

Anomalous behaviors in UAV flight data typically ex-
hibit temporal continuity, where anomalous points demon-
To address this,
we propose an FAD framework. This framework generates

strate persistence within the time series.

anomaly scores through the simultaneous optimization of re-
construction and dynamic trend forecasting models, aimed at
enhancing anomaly detection capabilities. Specifically, the pro-
posed FAD framework incorporates two feature representations
from the dynamic trend perception modules (reconstructed and
predicted features) and integrates the streaming peaks over
threshold (SPOT) method to determine thresholds for each di-
mension. The subsequent subsections provide a comprehensive
explanation of the mathematical formulation and implementa-
tion specifics of the multimodal interaction network and the
inference phase.

4.4.1 Fine-grained fusion network

The dynamic trend perception module produces recon-
structed 2z; and predicted features Z;41 by employing multi-
scale spatiotemporal feature reconstruction and dynamic trend
forecasting. To effectively use these features, a fine-grained
network is devised to create a cohesive representation by inte-
grating maps and calculating error loss. Initially, Z; and 241
are combined to produce z; with a dimension of m. Here, Z;
denotes the reconstructed representation of the current time
step, while 2,41 is used as the forward dynamic trend context
inferred from the historical window to construct the enhanced
current representation z;. The precise computational formula
is outlined as follows:

2, = Whuse - Concat (21, 2111) + bruse, (18)
where z; € R”, Wiyse € R™**™, and bruse € R™. This fu-
sion is motivated by the continuous evolution of UAV flight
dynamics, where an abnormal state may cause both current
reconstruction deviation and subsequent short-term trend in-
consistency. By integrating reconstruction information with
the forward trend context, the anomaly score can jointly reflect
the current state deviation and short-term dynamic deviation.
The mean square error sc; of the fused representation z; and
z; is calculated by the mean square error loss function:

sc. = (z; — z1) © (21 — 21), (19)
where the measure assesses the deviation of the model out-
put sc; € R™ from the normal data pattern, and ® denotes
element-wise multiplication. In the training phase, the error
sequence sc1,; forms the basis of anomaly detection loss, which
is used to refine the network parameters. Subsequently, dur-
ing the testing phase, the error sequence sca; functions as
the outlier score for direct comparison with a threshold in the
inference phase.

4.4.2 Inference phase

The inference phase involves threshold calculation and
anomaly detection to promptly identify continuous anomalies
in UAV flight data. We employ the SPOT algorithm, which
is based on the sequential probability ratio test. The algo-
rithm combines the peaks over threshold (POT) method from
extreme value theory (EVT) with the generalized Pareto distri-
bution (GPD) model to robustly model the tail of the anomaly
score sequence. The core process is as follows: First, the en-
tire anomaly score sequence is decomposed into three compo-
nents—trend, seasonal, and residual—with potential anomaly
information primarily residing in the residual term. Subse-
quently, we use the 99" percentile of the training set’s anomaly
scores as a preset threshold to filter the residuals, selecting all
data points that exceed this value. These points are referred
to as POT. Next, based on EVT, the SPOT algorithm as-
sumes that these POT data points follow a GPD and fits its
shape and scale parameters using maximum likelihood estima-
Finally, based on the fitted GPD model and a preset
confidence level, the algorithm dynamically calculates the final
anomaly threshold. This threshold defines the probability of an
anomaly score exceeding it, providing a quantifiable and inter-

tion.

pretable basis for anomaly detection. This approach is capable
of accurately identifying rare events that significantly deviate
from normal patterns while effectively ignoring the interference
of regular data fluctuations. The threshold calculation formula
is outlined as follows:

T = p+ 9 (Fi(me 21)) (20)

where p and -y represent the mean and scale parameters of the
distribution, respectively, F;(-) represents the current distribu-
tion characteristics of the streaming data series, g(-) adjusts the
tail of the distribution in EVT, and a fixed threshold 7. € R™
is generated for each dimension. Anomaly detection assesses
the state by comparing the anomaly score sca,; with the fixed
threshold 7 for each dimension. The calculation is as follows:

yl — 17
t 0,

where y; = 1 and y; = 0 indicate that the UAV is in an
abnormal or normal state, respectively.

if ||scz,e| > |7,

otherwise,

5 Experiments

This section discusses the effectiveness of the proposed
anomaly detection method using the real UAV dataset ALFA.
Comparative experiments with existing methods are conducted
to demonstrate the superiority of F-UAD in extracting single-
This leads to enhanced

detection accuracy and reduced false alarm rates.

dimensional and coupled features.

5.1 Data description

The ALFA dataset is used in the experiments, collected
in the real world by researchers at Carnegie Mellon Univer-
sity. It is available at https://theairlab.org/alfa-dataset/. This
dataset uses customized Carbon-Z data from a T-28 fixed-wing
UAV designed specifically for UAV failure and anomaly detec-
tion research (Fig. 4). Its flight environment is affected by
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various environmental factors such as wind and air currents.
The dataset comprises 47 autonomous flights, of which 10 are
classified as normal and 37 as abnormal. Abnormal flights are
caused by common optical control anomaly failures (engine,
rudder, elevator, and aileron failures). During autonomous
flight, the safety pilot can initiate a failure at any time by
sending a command from the ground control station (GCS) to
disable the control surfaces. For safety reasons, the safety pilot
can also take over control at any time to restore the normal
operation of all actuators and engines. The dataset includes
various fault types, as detailed in Table 1. Each data point
consists of 350 parameters, including timestamps, fault detec-
tion logs, and control signals, with a sampling frequency of no
less than 5 Hz. Six datasets featuring rudder failures (stuck left
and stuck right) and aileron failures (left zero and right zero)
are designated as the test set for the experiments. Since this
study focuses on anomaly detection related to the UAV lateral
control system, we select rudder and aileron faults as the main
test cases. These faults are directly associated with roll, yaw,
angular velocity, and lateral control variables, making them
suitable for evaluating the proposed dynamic trend perception
and fine-grained anomaly scoring mechanisms. The training
set comprises normal flight data, while other autonomous flight
instances are allocated to the validation set. Following the fea-
ture selection methodology outlined in Section 4.2.1, 12 key
parameters related to the lateral control system are identified
as monitoring variables. These parameters encompass roll,
pitch, and yaw angles, three-axis angular velocities, throttle
commands, vertical velocity, and heading (Table 2). These
selected features effectively capture the UAV’s dynamic be-
haviors, serving as a robust foundation for anomaly detection.

5.2 Experimental setup
5.2.1 Performance evaluation

Anomaly detection refers to a model’s ability to identify
and classify anomalies in a dataset, where anomalies typi-
cally manifest as patterns or behaviors significantly deviating
from normal data. This paper employs standard statistical
metrics, e.g., Accuracy (Acc), Recall, and F1 score (Nguyen
et al., 2021), to evaluate the proposed model’s anomaly detec-
tion performance. These metrics comprehensively assess the

model’s ability to balance correct identification of anomalies
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Table 1 Summary of fault types and time in the ALFA
dataset

Fault type Number of test Fault time
cases (s)
Engine full power loss 23 362
Rudder stuck to left 1 9
Rudder stuck to right 2 32
Elevator stuck at zero 2 23
Left aileron stuck at zero 3 183
Right aileron stuck at zero 4 231
Both ailerons stuck at zero 1 36
Rudder & aileron at zero 1 27
No-fault 10 -
Total 47 903

— denotes no fault time

Table 2 Input flight parameters for anomaly detection

Symbol Parameter Unit
1) Roll angle rad
6 Pitch angle rad
W Yaw angle rad
P Roll rate rad/s
q Pitch rate rad/s
r Yaw rate rad/s

Vy Vertical velocity m/s
h Heading ©
A X-axis acceleration m/ g2
ay Y-axis acceleration m/s?
a Z-axis acceleration rn/s2
T Throttle %

(true positives) with minimizing false positives. Their calcula-
tion formulae are as follows:
TP + TN

ACC = S TP T TN N (21)
TP

l= ——u— 22

Reca TP T TN’ (22)

Fl— 2 - Precision - Recall (23)

Precision + Recall ’
where TP represents the number of correctly identified fault
samples, TN represents the number of correctly identified
normal samples, FP represents the number of normal sam-
ples identified as fault samples, FN represents the number of
fault samples identified as normal samples, and Precision =
TP/(TP + FP). Acc serves as a comprehensive measure of
model performance.

5.2.2 Baseline methods

To demonstrate the effectiveness of our proposed method,
we conduct comparative analyses between F-UAD and var-
ious approaches, including (1) reconstruction-based mod-
els LSTM-AE4+DT+DW (Bell et al., 2022), RSTAE (Jiang
et al., 2024), Stacked-VAE (Park KH et al., 2021), Trans-
former (Vaswani et al., 2017), TranAD (Tuli et al., 2022),
and Dual-TF (Nam et al., 2024), (2) the prediction-based
model CAE-M (Zhang YX et al., 2023), (3) the autoregressive-
based models MIC-LSTM (Zhou X et al., 2023) and STC-
LSTM (Zhong et al., 2022), and (4) the contrastive learning
model DCdetector (Yang YY et al., 2023).



10 | ENGINEERING Inform Technol Electron Eng 2026 27(9):260060

5.2.3 Model design details

We implement the proposed method and all its variants
using Python version 3.8.0 in conjunction with CUDA 12.2. All
experiments are conducted on a computing platform with three
NVIDIA GeForce RTX 3090 GPUs. For the F-UAD model,
we configure a historical sliding window of 100 frames. The
encoder and decoder of the multiscale spatiotemporal feature
reconstruction model are each equipped with four contextual
modeling units, with the multi-head attention mechanism em-
ploying eight attention heads. CNN uses three different kernel
sizes: 3, 33, and 53. To enhance the model’s expressive capac-
ity, we incorporate an FNN with an input dimension expanded
to 24 and an output dimension reduced to 12. A dropout reg-
ularization strategy is applied with a uniform dropout rate of
0.05 to mitigate overfitting. Given that the input data are nor-
malized within the range [—1, 1], the tanh activation function
is employed to ensure that the output of each module remains
within this range. During training, the batch size is set to 512,
and the AdamW optimizer is used with an initial learning rate
of 0.01, complemented by a learning rate scheduling strategy.
The model is trained for a maximum of 400 epochs, with an
early stopping mechanism adopted. Model parameters are con-
figured for comparative experiments as specified in the original
articles. Additionally, the same dataset is used, maintaining
identical sample sizes and splits. Publicly available hyperpa-
rameters, including training strategies and learning rates, are
consistently applied to ensure unbiased performance evalua-
tion. It is noteworthy that, unlike the results of Dual-TF (Nam
et al., 2024) and DCdetector (Yang YY et al., 2023), which in-
corporate a point adjustment (PA) strategy, our algorithm
validation process excludes this approach to ensure a distinct
evaluation framework.

5.3 Model comparison

The performance of the F-UAD model is systematically
evaluated for anomaly detection. Comparative results are
presented in Table 3, reporting Accuracy, F1 score, and Re-
call. The results demonstrate that the F-UAD model achieves
SOTA-level performance on the F1 score, indicating its ro-

bustness and adaptability in handling normal and abnormal

time-series representations. Beyond the overall performance
improvement, the gains of F-UAD vary across different fault
subsets due to differences in failure mechanisms and data char-
acteristics. As shown in Table 1, rudder-related faults directly
affect the yaw angle, yaw rate, and lateral-control variables;
therefore, their abnormal patterns tend to produce clearer dy-
namic deviations in the selected flight parameters. In contrast,
some aileron-related faults may be influenced by flight-control
compensation, normal maneuvering behavior, or the fault evo-
lution process, making the boundary between abnormal pat-
terns and normal flight states less distinct. As a result, the
improvement on these datasets is relatively small, although F-
UAD still outperforms most baseline methods. This superior
performance is primarily attributed to the fine-grained design
of the F-UAD framework, which offers significant advantages
over coarse-grained methods when processing UAV data. Un-
like coarse-grained methods (such as LSTM-AE+DT+DW),
which rely overly on macroscopic time windows and emphasize
multidimensional coupling, suppressing the intrinsic character-
istics of single-dimensional data (for example, achieving a recall
rate of only 0.086 on the rudder 2 dataset), our fine-grained
approach is primarily embodied in two core modules: multi-
scale feature modeling and FAD. The former effectively alle-
viates the suppression problem of single-dimensional data fea-
tures by integrating multi-dimensional interactions, enabling
the model to capture subtle changes that are difficult to detect
with traditional methods. The latter collaboratively optimizes
the reconstruction model and the dynamic trend prediction
model design to generate anomaly scores, preserving the con-
tinuous nature of UAV anomaly data and accurately captur-
ing subtle temporal interactions within the data. This design
enables our method to capture deeper levels of scale and de-
tails in the data, identifying subtle anomalies that are often
overlooked by coarse-grained methods.
grained approach surpasses traditional coarse-grained methods

Therefore, our fine-

in terms of macro-performance indicators, showing significant
advantages.

It is noteworthy that prediction and regression models
generally exhibit lower performance in anomaly detection
tasks compared to models based on reconstruction and con-
trast learning. Although prediction models can be optimized

Table 3 Comparison of Accuracy (Acc), F1 score, and Recall between our method and baseline methods for different

anomaly detection tasks

Method Rudder 1 Rudder 2 Rudder 3 Aileron 1 Aileron 2 Aileron 3

Acc F1 Recall Acc F1 Recall Acc F1 Recall Acc F1 Recall Acc F1 Recall Acc F1 Recall
Transformer 0.445 0.429 0.955 0.397 0.453 0.977 0.200 0.334 0.802 0.155 0.205 0.686 0.483 0.339 0.919 0.261 0.414 0.676
LSTM-AE+DT+DW 0.171 0.244 0.638 0.935 0.444 0.086 0.081 0.149 0.323 0.589 0.285 0.516 0.141 0.236 0.956 0.259 0.406 0.655
Stacked-VAE 0.958 0.905 0.965 0.946 0.902 0.993 0.851 0.763 0.963 0.156 0.270 0.979 0.980 0.921 0.853 0.354 0.523 0.916
STC-LSTM 0.924 0.828 0.877 0.922 0.861 0.963 0.911 0.182 0.642 0.147 0.256 0.922 0.016 0.032 0.121 0.386 0.557 0.999
TranAD 0.951 0.894 0.918 0.994 0.998 0.997 0.897 0.739 0.586 0.481 0.174 0.141 0.685 0.098 0.108 0.481 0.174 0.141
MIC-LSTM 0.941 0.875 0.981 0.935 0.884 0.999 0.899 0.747 0.596 0.833 0.074 0.042 0.967 0.859 0.753 0.564 0.265 0.204
CAE-M 0.975 0.941 0.932 0.943 0.896 0.993 0.806 0.362 0.221 0.713 0.117 0.119 0.979 0.915 0.844 0.332 0.499 0.860
RSTAE 0.952 0.893 0.965 0.914 0.853 0.998 0.838 0.520 0.351 0.621 0.283 0.471 0.985 0.940 0.887 0.538 0.558 0.756
DCdetector 0.962 0.844 0.779 0.962 0.894 0.844 0.960 0.573 0.469 0.677 0.687 0.934 0.967 0.949 0.921 0.722 0.709 0.814
Dual-TF 0.979 0.953 0.959 0.950 0.912 0.988 0.980 0.933 0.999 0.164 0.282 0.164 0.614 0.659 0.919 0.681 0.651 0.986
F-UAD 0.995 0.988 0.975 0.999 0.999 0.999 0.967 0.934 0.928 0.753 0.511 0.809 0.995 0.980 0.961 0.739 0.719 0.863

The best results are in bold, and the sub-optimal results are underlined



through preprocessing or postprocessing, their performance
may be more suitable for application scenarios where the
highest accuracy is not required. In summary, the F-UAD
model improves the expression of data features while preserv-
ing the data’s inherent characteristics, significantly enhancing
anomaly detection performance.

In addition to comparing the models’ anomaly detection
performance, we conduct a comprehensive comparison of the
F-UAD model with other models using complexity metrics,
including training time per epoch, GPU memory usage, and
inference time. The results show that F-UAD exhibits certain
differences in performance and complexity compared to other
models, but remains within the same order of magnitude. As
shown in Table 4, F-UAD has a training time of 139.45 s,
GPU memory usage of 1792 MiB, and an inference time of
0.01 s. Compared to Transformer and TranAD, F-UAD ex-
hibits slightly higher complexity. However, its training time
aligns closely with DCdetector and Dual-TF, demonstrating
a balance between complexity and performance. Although F-
UAD is slightly more complex than the models we compare,
the considerable performance gains it delivers for more com-
prehensive and accurate anomaly detection fully justify the
computational overhead.

Table 4 Training time per epoch, GPU memory usage, and
inference time of the model complexity comparison

Model Tjraining GPU mem.ory Irllference
time (s) usage (MiB) time (s)

F-UAD 139.45 1792 0.0100
Transformer 23.63 1550 0.0039
TranAD 38.25 1554 0.0029
CAE-M 82.83 16 812 0.0050
RSTAE 51.99 1684 0.0012
DCdetector 113.39 1056 0.0330
Dual-TF 160.74 2241 0.0056

5.4 Anomaly score visualization comparison and
analysis

The detection results of nine anomaly detection models on
ALFA’s rudder 1 dataset are visually presented to illustrate the
detection capabilities of our model. An anomaly is identified by
an anomaly score exceeding a predefined threshold, indicating
a deviation between the model’s output and the actual data.
As depicted in Fig. 5, the anomaly score remains consistently
low during normal periods (represented by the white region),
while exhibiting significant fluctuations with higher values dur-
ing abnormal periods (shown as the blue region), particularly
evident in Fig. 5i. The data points below the threshold repre-
sent stationary phases, whereas those above it signify fluctuat-
ing phases. Unlike other models that produce false positives,
our F-UAD method demonstrates effectiveness through mul-
tiscale spatiotemporal feature reconstruction, dynamic trend
prediction mechanisms, and fine-grained anomaly score cal-
culations. Particularly, F-UAD’s multiscale feature model-
ing module captures subtle spatiotemporal variations in high-
dimensional UAV data, overcoming the traditional suppres-
sion of the intrinsic characteristics of single-dimensional data;
the dynamic trend prediction and fine-grained anomaly score
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calculation, through time-series decomposition and collabora-
tive optimization, reduce fluctuations and precisely quantify
deviations.

Furthermore, we employ t-distributed stochastic neighbor
embedding (t-SNE) to further visualize the detection results
on the rudder 1 dataset. As depicted in Fig. 6, the perfor-
mances of four anomaly detection algorithms are compared.
Purple indicates accurately identified normal data, red repre-
sents detected anomalous data, dark blue denotes false neg-
atives (missed anomalies), and green signifies false positives
(misclassified normal data). An ideal algorithm would ex-
hibit a predominance of purple and red regions, with minimal
presence of dark blue and green. Our analysis reveals that
the Transformer model exhibits a relatively high false positive
rate and a minor incidence of false negatives. In contrast,
RSTAE demonstrates low rates of both false negatives and
false positives. TranAD, while exhibiting minimal false posi-
tives, shows a notable incidence of false negatives, potentially
due to its transformation-based prediction strategy, which may
be limited in responding to rapid changes in dynamic anomaly
scenarios. However, our F-UAD model significantly reduces
false negatives while eliminating false positives, a result of its
multiscale spatiotemporal feature reconstruction and dynamic
trend prediction mechanisms, which enable a comprehensive
capture of subtle data variations and optimize detection accu-
racy through fine-grained anomaly scoring. Collectively, the
quantitative evaluations and visualization results substantiate
that F-UAD outperforms the other models in terms of ro-
bustness and precision, providing a critical scientific basis for
selecting appropriate algorithms tailored to specific application
contexts.

5.5 Ablation study

In this subsection, we perform an ablation study on
F-UAD to assess the model’s effectiveness in incorporating
multiscale feature reconstruction and dynamic trend data fore-
casting for spatiotemporal feature analysis.

5.5.1 Multiscale spatiotemporal feature reconstruction

To evaluate the significance of multiscale spatiotemporal
feature reconstruction (MFC) in capturing data characteristics
and impacting detection outcomes, we substitute them with
single-scale models and conduct training from inception on
each ALFA dataset. As shown in Fig. 7, the simplified model
without the multiscale component exhibits significant perfor-
mance degradation across all sub-datasets, with an average F'1
score drop of 38.1%. Specifically, on the rudder 1 sub-dataset,
the model without (w/o) the MFC module achieves an F1
score of only 0.553, while our full model (blue bars) achieves
On
the aileron 1 sub-dataset, performance drops even more dra-

an F1 score of 0.988, nearly doubling the performance.

matically, from 0.511 to 0.197, intuitively demonstrating the
critical role of the MFC module in processing these data. This
significant performance drop directly demonstrates the indis-
pensable role of the multiscale feature reconstruction module
in handling the complexity and dynamic interactions of UAV
flight data. The core of this improvement lies in the use of a
parallel multiscale CNN architecture, which extracts features
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Fig. 5 Case studies of anomaly score visualization across rudder 1 dataset: (a) LSTM-AE+4+DT-+DW; (b) Stacked-VAE;
(c) STC-LSTM; (d) CAE-M; (e) RSTAE; (f) TranAD; (g) MIC-LSTM; (h) Dual-TF; (i) F-UAD

at different scales in parallel in the Transformer encoder and
feeds the fused results into the decoder for final reconstruction.
It is through this approach that our model not only captures
fine-grained data features but also effectively integrates macro-
trends and micro-fluctuations. This design enables the model
to simultaneously preserve and model the inherent character-
istics of each variable, avoiding information loss during cross-
variable fusion. This approach constructs a more comprehen-
sive spatiotemporal representation, significantly improving the
efficiency and accuracy of anomaly detection, especially when
processing highly complex and multiscale flight data.

5.5.2 Dynamic trend forecasting

To validate the accuracy of dynamic trend forecasting
(DTF), we substitute the trend data derived from STL with
direct predictions made from the original data. Correlation
modules are trained from scratch on each ALFA dataset. As
shown in Fig. 7, the simplified model that directly uses the orig-
inal data for subsequent tasks experiences a significant drop
in the F1 score on all sub-datasets, with an average drop of
23.9%. For example, on the aileron 1 sub-dataset, the model

lacking the trend decomposition module achieves an F1 score

of only 0.462, while our complete model achieves an F1 score
of 0.511. This intuitively demonstrates the indispensability of
trend-based prediction methods for such data. This analysis
demonstrates that trend decomposition is crucial for accurate
data prediction. The potential component plays a crucial role
in a dataset. The core of this improvement lies in focusing on
the long-term trend as the key prediction target, allowing the
model to focus more on predicting smooth trends while effec-
tively mitigating confounding factors such as seasonality and
residuals. Not only does this approach enhance the model’s
ability to perceive complex dynamics, but also the decomposed
trend component assists in reconstructing the module, signifi-
cantly improving anomaly detection accuracy.

5.5.3 Fine-grained anomaly detection

As shown in Fig. 7, the simplified model relying solely on
reconstruction loss for anomaly score calculation exhibits sig-
nificant performance declines across all sub-datasets with an
average F1 score drop of 30.7%. Specifically, on the rudder 1
sub-dataset, our model’s F1 score is 0.114 higher than that
of the simplified model without FAD, indicating a clear per-
formance improvement; on the aileron 1 sub-dataset, this



60 © Normal positives
©® False positives

@ Under reporting
40 | @ Accurate detection

20

Component 2
o

.

Z_

-60 —40 -20 0 20 40

Component 1

(a)

60 © Normal positives
® False positives

@ Under reporting
40 | @ Accurate detection

o

% 20 (
IS
S -20

—40 L\_ /')

-60 —40 -20 0 20 40

Component 1

(c)
Fig. 6
(c) RSTAE; (d) F-UAD

§ § W o FUAD(woMFC) S
> = N & |=F-UAD (wio DTF) | &
1.0 N S @ @ FUAD (wio FDA) S
©® | © O © O \—Qurs .
=
N~ O - .
3 (o2}
S 2o i ! -
0.8 'S/,/'.” Q- ~
..'n //.'B ~ o.n.. g
g 8 o R T g
©0.6 S Vel @ o Sz |
0 b R . © <t
0.4 2N ol o
N V1 R N ©t
% s 1 @gl- 17l
A A S E 92
o o 7 ! 7o
w i
0o N V1 4] v |

Rudder 1 Rudder2 Rudder3 Aileron1 Aileron2 Aileron 3

Fig. 7 Ablation study of multiscale spatiotemporal feature
reconstruction (MFC), dynamic trend forecasting (DTF),
and fine-grained anomaly detection (FAD)

advantage is even more pronounced with an F1 score increase
of 0.245. This clearly demonstrates that the FAD approach
plays a critical role in handling the contextual continuity of
anomalies in UAV data. The core of this improvement lies
in introducing the FAD calculation method, which integrates
current moment reconstruction data with future moment pre-
diction data to comprehensively compute anomaly perception
scores, thus generating more forward-looking anomaly scores.
Its innovation enhances the distinguishability between anoma-
lous and normal data and adapts to complex spatiotemporal

t-SNE visualization of a comparative experiment on the rudder 1 dataset:
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data changes. The model not only focuses on the current and
past states but also predicts anomaly continuity, aligning with
the practical needs of UAV anomaly occurrences. Compared
to the traditional method that relies solely on reconstruction
loss, FAD constructs a more comprehensive and differenti-
ated anomaly score system through the joint optimization of
reconstruction and prediction. This approach markedly en-
hances accuracy and reliability, exhibits strong adaptability
in complex dynamic environments, and offers robust technical
support for UAV monitoring.

5.6 Hyperparameter experiments
5.6.1 Window size

To verify the impact of window size on the performance
of the F-UAD model, Fig. 8a presents the experimental results
for three sub-datasets from the aileron dataset under varying
The results indicate that both small and ex-
cessively large window sizes lead to suboptimal performance

window sizes.

across all three datasets. An excessively large window intro-
duces significant noise, while a smaller window lacks sufficient
relevant information. This observation aligns with the com-
mon practice in the field, where the initial window size is often
set to around 60 or 100, based on the contextual nature of the
data. These window sizes strike a balance between providing
enough context for accurate anomaly detection and avoiding
the inclusion of irrelevant information.
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Fig. 8 Results of the hyperparameter experiments: (a) sliding window size; (b) convolution 1 kernel size; (¢) convolution 2

kernel size; (d) convolution 3 kernel size

5.6.2 CNN kernel size

To assess the impact of three different CNN kernel sizes
on the performance of the F-UAD model, Figs. 8b, 8c, and 8d
display the experimental results of the three rudder subsets in
the ALFA dataset.
reflecting differences in detection performance. The findings

The F1 score serves as a crucial metric

indicate that the convolution kernel size significantly influences
model performance. Specifically, intermediate-size kernels ex-
hibit superior performance in anomaly detection tasks, yielding
higher F1 scores and accuracy. Conversely, excessively small or
too large kernel sizes may lead to inadequate feature capture
or overfitting issues, resulting in a performance decline.

6 Conclusions

This paper proposes a dynamic trend perception frame-
work for fine-grained UAV anomaly detection, named F-UAD.
Through fine-grained design and dynamic trend prediction
strategies, the framework effectively integrates the indepen-
dent features of univariate flight data with the spatiotemporal
coupling features of multidimensional data, significantly en-
hancing the model’s ability to capture complex dynamics. Ex-
periments on the ALFA real flight dataset show that F-UAD
outperforms 10 SOTA models, demonstrating its effectiveness
in UAV health monitoring and anomaly detection. Despite
its effectiveness, this framework still has several limitations.
First, its adaptability to different flight phases, such as takeoff,

cruising, and landing, needs further improvement. Second, its
robustness to real-time noise remains to be enhanced. Third,
the current evaluation focuses mainly on lateral control faults
in the ALFA dataset, such as rudder and aileron faults. In
contrast, its effectiveness on longitudinal control faults and
power system faults requires further validation. Future work
will focus on improving flight-phase adaptability, extending
the evaluation to broader UAV fault types, and enhancing
real-time noise robustness.
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